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Over this last extraordinary quarter 
the pensions world has seen a 
huge volume of new guidance, 
legislation and case-law. In previous 
newsletters we’ve covered the 
Pensions Regulator’s guidance in 
response to the COVID-19 pandemic, 
and also the developments in 
respect of “DB superfunds”, so we 
focus in this quarterly newsletter 
on other matters; and we will cover 
the outcome of the Regulator’s 
consultation on its DB funding code 
and the UKSA/Treasury consultation 
on RPI methodology in our next 
quarterly newsletter.

We start by looking at the Corporate 
Insolvency and Governance Act, a 
major piece of legislation now on 
the statute books, and the Pension 
Schemes Bill which has completed 
its passage through the House of 
Lords and will be considered by the 
Commons. The courts have been 
busy, and we highlight two key 
cases in which we were involved 
as a firm, Univar and Safeway, and 
the landmark case on Financial 
Support Directions Box Clever. We 
also comment on the Government 
consultation on age discrimination in 
public sector schemes as it grapples 
to resolve its headache from the 
McCloud case.

More routine scheme governance 
still centres to a large extent on 
GMP equalisation, where we cover 
the latest on the tax treatment of 
adjustments to benefits, and the 
perennial concern around data 
protection and cyber security, where 
we have two contributions to this 
newsletter. Finally, we remind 
trustees of the changes coming 
in from 1 October which will 
require most schemes to include an 
“implementation statement” in their 
annual report with reference to their 
statement of investment principles.

We all hope that you find the 
newsletter helpful in some way, and 
wish you an enjoyable remainder of 
Summer. 

Corporate Insolvency and 
Governance Act 2020 

The Corporate Insolvency and Governance Act 2020 was 
given Royal Assent on 25 June and most provisions came 
into force on 26 June. As is well known, it is intended to help 
companies in financial difficulties to find a way to recover 
and introduces two new options for them: a free-standing 
moratorium (broadly a 'payments holiday' for an initial 
period of 20 business days), similar to an administration 
moratorium, and a restructuring plan, similar to a scheme of 
arrangement

Trustees of defined benefit pension 
schemes will need to consider carefully 
the implications for their scheme if 
a sponsoring employer were to take 
advantage of either option, and may well 
be advised to take updated covenant 
advice. Possible areas where they should 
consider taking other advice include:

• potential conflicts of interest for 
company directors who are trustees

• whether the trustees have the power 
to wind up the scheme before a 
moratorium starts

• does their information-sharing protocol 
(if any) require the company to notify 
them before deciding on a moratorium 
or restructuring plan?

• does a moratorium or restructuring plan 
trigger scheme winding-up?

• would a moratorium impact their 
cashflow such as to require a change in 
investment strategy?

• should they review their risk register, 
including items around deficit repair 
contributions, security and winding-up 
triggers?

• should they take a different view now 
of a company request to defer deficit 
repair contributions?

• is their expectation around recovery of 
debt on insolvency still realistic?

Moratorium

A moratorium allows the company’s 
directors to continue to run the business 
but they will be monitored by the 
'monitor' (an insolvency practitioner) who 
must be satisfied that it is likely that the 
moratorium would result in the rescue of 
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interests of the scheme are being unfairly 
harmed. The PPF may also exercise the 
rights of DB scheme trustees in the 
moratorium process. Where a restructuring 
is proposed in relation to the employer 
of a DB scheme, the PPF and Regulator 
have to be given the same documents as 
are sent to creditors; and in relation to a 
PPF-eligible scheme the PPF will have the 
same creditor rights as the trustees and 
will exercise the trustees’ voting rights 
on any compromise arrangement (to the 
exclusion of the trustees). The Regulator 
has issued guidance for monitors and 
companies regarding their requirement to 
notify the Regulator; and the PPF likewise 
provides guidance on its website about 
restructuring plans and moratoria.

Comment

The objective of the Act is undoubtedly 
valid: the recovery of a sponsor that is 
struggling to remain a going concern 
in principle has to be in the interests of 
pension scheme trustees. But, there is 
undoubtedly scope too for trustees of DB 
pension schemes to be made worse off, 
for example if deficit repair contributions 
are not paid during a moratorium and 
other debts gain super-priority over 
pension debts. It remains to be seen 
whether the PPF will assign a lower value 
to contingent assets for levy purposes, or 
more immediately whether trustees will 
be advised that their employer covenant 
has been weakened, as a consequence of 
the Act. The new super-priority does not 
impact fixed charge security, and reinforces 
this as the best form of security for pension 
trustees.

The Act also includes other temporary 
provisions linked to the COVID-19 crisis, 
and permanent protections in relation to 
contracts for goods and services, which we 
would be happy to discuss.

the company as a going concern. During 
this period, in broad terms, the company 
has a payment holiday from debts and 
liabilities that existed before the start of the 
moratorium and creditors cannot enforce 
security or serve a winding-up petition. 

Particular concerns for trustees around a 
moratorium are likely to be:

• there is no requirement for creditor 
consent or court approval, so trustees 
may not have any leverage against an 
employer filing for a moratorium

• the generally accepted view is that 
deficit repair contributions will not 
be payable during the moratorium, 
though the Act isn’t clear on this, nor 
is it entirely clear which categories of 
contributions in respect of ongoing 
accrual will be payable

• if the employer usually pays expenses, 
ensuring continuity of services to the 
scheme and managing cashflow

• the moratorium may be extended by 
a further 20 business days without 
creditor consent or, with the consent 
of certain creditors, up to a maximum 
period for the moratorium of 12 
months, or by the court for an unlimited 
period

• during the moratorium, subject to 
certain exceptions, trustees will not 
be able to enforce security, take legal 
action against the employer or serve a 
winding up petition against it

• as a moratorium does not count as 
an insolvency event, neither a debt 
on the employer under section 75 of 
the Pensions Act 1995 nor a Pensions 
Protection Fund assessment period is 
triggered

• if the employer is wound up or goes 
into administration within 12 weeks of 
the moratorium period coming to an 
end, certain debts are given super-
priority, and would therefore take 
precedence over the trustees’ unsecured 
debt (and any debt under a floating 
charge). The super-priority does not 
however extend to debt accelerated 
in the moratorium period, e.g. bank 
lending, following a late amendment to 
the Act. 

Restructuring Plan

A restructuring plan does require court 
consent and creditor approval; it is broadly 

Continued from page one

a compromise between a company and 
its creditors and/or members. The purpose 
of the plan is to eliminate or reduce the 
effect of financial difficulties that impede 
the company’s ability to carry on as a going 
concern. The concept of 'cross-class cram 
down' allows the court to sanction the 
plan even where the requisite 75 per cent 
in value of creditors (or classes of creditor) 
has not given approval, provided in its view 
(amongst other conditions) none of the 
dissenting class would be worse off than 
in the event of any 'relevant alternative' to 
the plan. 

From the perspective of DB scheme 
trustees, a restructuring plan would need 
to be approached with care, to ensure 
that there is no compromise of a section 
75 debt that would prevent eligibility for 
entry into the PPF. They would also need 
to consider, in the absence of section 75 
being triggered, whether they would be 
a creditor and if so to what extent. The 
potential for ‘cross-class cram down’ 
would be of concern.

PPF and Pensions Regulator

Regulations made under the Act provide in 
certain circumstances for the PPF to take 
over DB scheme trustees’ creditor rights in 
relation to a moratorium; to have the same 
creditor rights as the trustees in relation 
to a proposal for a restructuring plan; and 
to exercise voting rights in relation to a 
restructuring plan to the exclusion of the 
trustees. 

In relation to a moratorium, the PPF and 
Pensions Regulator have to be notified by 
the monitor of certain events, including the 
entry into the moratorium, its extension 
or its end or a change in the monitor. The 
PPF can also (after consulting the trustees) 
challenge the monitor or company 
directors in relation to the employer of 
a PPF-eligible scheme if they believe the 



3

Univar v Smith (rectifying a 
mistake in scheme rules)
This case concerned an application for 
rectification of its scheme rules by an 
employer. An earlier edition of the Rules 
provided for deferred pensions to be 
revalued in line with statutory requirements 
and for pension increases to be purely 
discretionary. The new edition of the 
Rules in 2008 provided for increases 
and revaluation of the excess over GMP 
to be made at RPI capped at 5%. Once 
legislation switched the statutory basis for 
indexation to CPI, the employer found that 
the basis of scheme indexation was fixed 
under the Rules as RPI and the change to 
CPI could not be made.

There has been discussion in recent 
cases as to whether proving rectification 
is an objective matter based largely on 
documents, or a subjective matter based 
on documents and witness statements 
explaining what each trustee or company 
representative had in mind. The latter is 
widely regarded as a harder test and more 
expensive to prove. 

The judge followed the Court of Appeal 
position from FHSC v GLAS Trust of the 
harder subjective test, but then followed 
earlier case law to the effect that the 
evidential question of how the intentions 
of a body such as a group of trustees or 

committee of a board are established will 
normally be by (or at least with the support 
of) documentary means. Whilst not 
suggesting that the intention itself can be 
objective, he accepted that an absence of 
discussion may itself be evidence that the 
parties did not intend to make a change. 
He noted that the manifestation of that 
intent will most clearly be established by 

• The documentation with which 
they were provided and which they 
discussed, and 

• the documentary record of those 
discussions, 

because the court is required to identify 
the collective intent of a body of 
individuals.

The detailed judgment then looked 
beyond the wording of the two editions 
of the Rules at the written documents 
of the drafting exercise and member 
communications. 

A table of intended changes did not 
include restructuring the basis for the 
increase and revaluation Rules. This helped 
persuade the judge that fixing RPI into the 
2008 Rules was not a change intended 
by the parties and as a consequence, the 
document was capable of rectification. 

The case will be a disappointment to 
members who want to rely on statements 
made by the employer. At the later time 
that the scheme closed to accrual, an opt-
out form and covering letter referred to the 
RPI rate. However, the judge decided that, 
whilst the opt-out form created a contract 
with the members, the only terms of the 
contract were that members were giving 
up salary linkage and the right for BD 
accrual in return for the ability to transfer 
to the DC scheme on enhanced terms. The 
reference to RPI was purely descriptive and 
too vague and so was not a contractual 
term that the members could rely on. 
Instead, there was not enough evidence of 
a commitment to apply RPI to revaluation 
independently of the Rules.

Employers may take some comfort from 
the result but must take note about the 
level of scrutiny given to announcements 
and opt-out agreements. The case 
underlines the importance of taking care 
when communicating with members.

There are lessons for those involved in 
drafting scheme Rules as well. Following 
the existing Rules closely will help to avoid 
unintended consequences years down the 
line.
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Safeway v Newton (retrospective 
equalisation of normal pension ages)
Univar v Smith shows the limited scope 
for treating member announcements as 
an amendment or extrinsic contract of 
the pension scheme’s Rules. But what if 
the amendment power allows the change 
to take effect from the date of an earlier 
written announcement to the members? The 
Safeway v Newton case shows how this type 
of power was able to help an employer.

Earlier judgments had decided that 
the scheme equalised by a deed of 
amendment and that a retrospective 
amendment was allowed. This new case 
looks at the effect of section 62 (The 
Equal Treatment Rule) of the Pensions 
Act 1995 on the purported change. The 
question was how far back the effective 
date to close the Barber window would be 
permitted. The deed was executed in May 
1996 and the initial announcement was 
issued in 1991. 

Last year the CJEU decided that no back-
dating of levelling down is capable under 
EU law unless it can be objectively justified. 
No arguments were advanced that 
objective justification applied on the facts 
of the case and, contrary to some reports, 
the Court of Appeal decision does not 
relate to this aspect of the case. Instead 
the Court of Appeal’s decision relates to 
the proper meaning and effect of section 
62 Pensions Act 1995.

The Court of Appeal has decided 
unanimously that it would allow Safeway’s 
appeal from an earlier decision of the 
High Court and held that the Barber 
window was closed with effect from 1 
January 1996, being the date on which 
domestic legislation in the form of section 
62 came into effect. This is because the 
court held that section 62 was a domestic 
law measure which implemented Article 

119 effectively with respect to future 
pensionable service but which allowed 
back-dating. 

The effect of article 119 fell away from 
1 January 1996, allowing a retrospective 
amendment by deed on 2 May to take 
effect. However, the court did not allow 
full back-dating to 1991.

This case has a narrow application because 
of its particular circumstances. Trustees of 
schemes in a similar position may need 
to review past attempts to equalise as 
these may now have some retrospective 
effect. Retrospective changes made after 
section 67 of the Pensions Act 1995 came 
into effect on 6 April 1997 would almost 
certainly not be valid and some Rules 
wouldn’t allow back-dated amendment 
anyway.

Box Clever (Regulator’s power to impose 
financial support direction)
ITV has put forward an initial offer of 
£31m to the Pensions Regulator of 
financial support for the struggling Box 
Clever Pension Scheme, following an 
eight-year courtroom battle.

A six-month deadline had been imposed 
by TPR in March to put in place financial 
support for the Box Clever pension 
scheme, which has roughly 2,800 
members and a deficit of around £115m, 
after the Supreme Court rejected ITV’s 
attempt to challenge the regulator’s case.

TPR’s determinations panel had issued 
financial support directions to ITV plc and 
four related entities.

As at April 30 2020, the scheme’s deficit 
was estimated at £110m, so whether ITV’s 
initial settlement proposal will be accepted 
as sufficient still remains to be seen.

In a press statement on March 17, Erica 
Carroll, director of enforcement at TPR, 
said: “In a bid to avoid responsibility for 
the Box Clever scheme, ITV has used every 
possible legal channel to fight against our 
actions to safeguard the retirements of 
thousands of members.” The Regulator 

confirmed on August 10 that it had 
“… received a proposal from ITV plc 
for supporting the Box Clever pension 
scheme… we are assessing it and will 
respond to the company.”

Box Clever was formed in 2000 as a joint 
venture between the TV rental businesses 
of Granada (now ITV) and Thorn (now 
Carmelite). When the joint venture went 
ahead, employees were transferred to the 
new company and enrolled in the Box 
Clever pension scheme. TPR opened an 
anti-avoidance investigation following the 
collapse of Box Clever. 

As at April 30 2020, the scheme’s deficit 
was estimated at £110m, so whether ITV’s 
initial settlement proposal will be accepted 
as sufficient still remains to be seen.

TPR does not issue financial support 
directions very often — in fact, only four 
have been issued to date, with the Box 
Clever case being the most recent. FSDs 
are a formidable weapon, including the 
power to “pierce the corporate veil” by 
targeting related companies as well as 
the sponsor. This means that complicated 
group structures will generally not be 
enough to protect connected businesses 
from feeling the full force of an FSD.

A further strengthening of the FSD power 
is included in the Pension Schemes Bill 
going through Parliament, which could 
cover controlling shareholders of the 
sponsoring employer, and bring in a civil 
penalty of up to £1m for non-compliance.
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GMP equalisation: the latest from HMRC
The latest industry working group 
guidance (on data issues) is now available, 
along with fairly helpful further guidance 
from HMRC on lump sums. Unfortunately, 
there is still no guidance from HMRC 
on GMP conversion and that may be a 
long way off at best. We are waiting for 
judgment in the latest instalment of the 
Lloyds case, relating to the treatment of 
transfers, and in which both DWP and 
HMRC intervened.

Guidance on data issues

The industry GMP Equalisation Working 
Group (chaired by Geraldine Brassett 
of PASA and formed by the Pensions 
Regulator) has issued guidance on the data 
required for GMP equalisation. It aims to 
help trustees understand what data will be 
required to carry out GMP equalisation and 
what to do in the case of missing data. 
Other areas covered include managing 
advisers (communication is important) 
and how to deal with different member 
groupings. Trustees and employers will 
need to consider their own scheme’s 
circumstances including what other data 
projects are ongoing or envisaged, and 
administrator capacity. Legal advice may 
be required on the proposed approach to 
be adopted.

HMRC guidance

HMRC has published a July newsletter with 
information on how it will tax lump sums 
payable following a GMP equalisation 
exercise. Its guidance applies only where 
there is an adjustment solely for GMP 
equalisation and crucially it does not cover 
GMP conversion. Building on previous 
guidance, HMRC adopts a relatively 
pragmatic approach.

If benefits have been paid out, a further 
lump sum may be payable if the member 
has been underpaid because of unequal 
GMPs.

How will this affect the original 
lump sum?

Some lump sum payments are only 
authorised for tax purposes if they 
extinguish all the member’s rights under 
the scheme, such as serious ill health 
lump sums, winding-up lump sums, 
trivial commutation lump sums and small 
payments. HMRC helpfully say that these 
will not stop being authorised if a further 

entitlement is identified as a result of GMP 
equalisation: the rights to be extinguished 
are 'those that could reasonably have been 
known about at the time of the payment'.

Some lump sum payments, notably small 
payments and winding-up lump sums, 
also have a monetary limit on the amount 
of the payment. HMRC say that a later 
equalisation adjustment will not make the 
original payment unauthorised provided 
the latter was within the limit applicable at 
the time.

Where matters get more difficult is 
around trivial commutations. These 
are different in that there is a limit for 
trivial commutation being the value of 
the member’s rights under all registered 
schemes (£30,000 since 2014). As GMP 
rights should be included in the valuation 
of rights at any point in time after 1997, 
the relevant limit may be found to have 
been breached when the adjustment 
is made now for equalisation of GMPs, 
meaning that the original lump sum will 
have been unauthorised (unless it meets 
the payment conditions for another type 
of payment). This is less helpful but is the 
corollary of HMRC’s acceptance in February 
that GMP equalisation rights have existed 

since before the current pensions tax 
regime started in 2006 and are not new. 
This may require schemes to look back at 
their history of trivial commutations once 
they have carried out their equalisation 
exercise and also to liaise with other 
registered schemes in which the member 
had benefits relevant to the application of 
the limit. Schemes will need to consider 
and take advice on how far back to go in 
practice.

How is a lump sum top-up paid 
now treated?

Where an adjustment has been made, a 
further lump sum payment (including a 
'top-up' to a previous lump sum), will need 
to satisfy the conditions for authorised 
payments and will be taxed at the time it 
is made (and not the date of the original 
payment). A pension commencement lump 
sum therefore can only be made within 
the period 6 months before or 12 months 
after the member becomes entitled to their 
pension.

Helpfully HMRC points out that scheme 
trustees can choose how to structure 
different types or tranches of benefit 
into different arrangements under their 
scheme. As a serious ill health lump sum 
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has to extinguish all rights in the particular 
arrangement at the time, it may be 
possible for example that any new lump 
sum payable now could be structured as 
falling within a different arrangement, but 
legal advice will be required before relying 
on this. A trivial commutation lump sum 
can be paid to extinguish the member’s 
rights under the scheme but this has to 
be within 12 months of the first trivial 
commutation lump sum having been paid 
to the member by any registered pension 
scheme. A further route for making a lump 
sum payment could in some circumstances 
be the 'small payments' process where 
further rights have been identified as 
payable to a member and the value of 
their total rights under the scheme is not 
more than £10,000. Such payment could 
be made after the member’s death to 

survivors, which may be helpful where 
the member has died since the original 
payment.

All this means that there are more likely to 
be tax efficient solutions for closed cases 
than for current pensioners. We expect 
schemes to consider and take advice on 
the extent to which top-ups can now be 
structured as additional pension rather 
than lump sums.

Where a top-up to a defined lump sum 
death benefit (e.g. a five year guarantee) is 
paid more than two years since becoming 
aware of the death, the payment will be 
taxable regardless of the member’s age at 
death, but the payment will be authorised.

This guidance follows that issued by HMRC 
in February on the implications of GMP 
equalisation for the annual allowance 

and the lifetime allowance. We are still 
hoping for guidance on conversion of 
GMPs but this current newsletter says that 
the position is complex and more work 
needs to be done on wider issues. There is 
an implication that HMRC will eventually 
publish guidance on this issue but it seems 
far from certain. It is notable that HMRC 
stresses that the guidance is purely in 
relation to GMP equalisation and that this 
represents ‘exceptional circumstances’ so 
care should be taken before applying the 
guidance to other benefit errors.

On a separate note, we are of course also 
awaiting the outcome of the Lloyds Bank 
case on how GMP equalisation affects 
transfers (particularly past transfers). We 
expect the judgment to be published in the 
Autumn.

Lessons to be learnt from 
first ICO GDPR fine
In December last year, the ICO fined a 
London pharmacy, Doorstep Dispensaree 
Ltd (‘Doorstep’), £275,000 for its failure to 
comply with the General Data Protection 
Regulation (‘GDPR’). In this article we look 
at the penalty notice issued by the ICO – 
the first under the GDPR regime – and the 
practical implications for trustees.

What was Doorstep’s failure 
under GDPR?

The ICO found that Doorstep left 
approximately 500,000 documents in 
unlocked containers at the back of its 
premises, which included highly sensitive 
personal data such as medical information. 
The dates on the documents ranged from 
2016 to 2018 with some documents having 
obvious signs of water damage, indicating 
that the breach had persisted for some time.

Doorstep was found to have breached 
GDPR by:

• failures to implement appropriate 
technical and organisational security 
measures. In particular, the ICO found 
that documents were not securely 
stored, nor were they marked as 
confidential waste. Most of Doorstep’s 
data protection policies had not been 
updated since April 2015 and practical 
data protection advice to its staff was 
vague and not aligned with GDPR.

• failures to inform data subjects about 
how Doorstep used and retained their 
personal data and provide other privacy 
notice-type information required by 
GDPR.

In reaching the decision to impose a fine, 
the ICO took into consideration a few 
relevant, aggravating factors: 

• the personal data concerned was 
particularly sensitive;

• as Doorstep supplies to several care 
homes, the relevant data subjects were 
likely to be vulnerable and elderly. These 
data subjects are therefore likely to 
suffer from high levels of distress, even 
though the ICO did acknowledge that 
financial damage was unlikely. Under 
the DPA 2018, the ICO is required to 
consider any distress a data breach “is 
likely to cause”;

• Doorstep had sub-contracted its 
waste disposal processes – but its 
failure to monitor and ensure that its 
service provider (acting here as a data 
processor) took the necessary steps to 
dispose of information securely and 
promptly meant that Doorstep could 
not absolve itself of responsibility for the 
GDPR breach; and

• Doorstep demonstrated repeated 
and serious failures to get its house in 
order from a compliance perspective: 
poor policy documentation, lack of 
training and little evidence of any 
engagement with GDPR requirements 
were characterised by the ICO as 
“negligent”. Doorstep did not 
exactly rush to address all of the 
failings identified when the ICO first 
investigated; even by the time the ICO 
issued its fine, Doorstep’s compliance 
efforts were described as a work in 
progress.

Whilst the fine is relatively low in headline 
terms, it is likely that the small size of 
Doorstep’s business was the driving force 
behind this (as the ICO stressed the fact 
the breach was very serious). The fine 
amount can be compared against the 
ICO’s intention (as announced in July 
2019) to fine British Airways £183.49m 
after personal information of half a million 
customers was compromised and to fine 
Marriott £99.2m for a breach that exposed 
approximately 339 million guest records 
worldwide. Those give an indication of 
the way in which the ICO will look to 
exercise its significant fining powers when 
the financial resources of the breaching 
organisation allow.

Continued from page five
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Implications for trustees

• Similarly to Doorstep, trustees routinely 
process large volumes of sensitive 
personal data of potentially vulnerable 
individuals. In the event of a breach, 
the nature of the personal data and 
the existence of vulnerable data 
subjects will affect the potential distress 
the breach might cause, which is a 
relevant factor for enforcement notices. 
Trustees should therefore adopt security 
measures proportionate to the nature 
of the personal data and the impact 
a breach could have. The ICO will still 
view seriously any breach which has 
the potential to cause distress, even if 
individuals are not actually aware of it 
or have not suffered financial or other 
tangible harm.

• Wider GDPR compliance and internal 
records / documentary evidence of 
data protection practices will also 
be taken into account by the ICO in 
setting any penalty notices. Up-to-
date data protection policies are key. 
We recommend that trustees diarise 
key dates to periodically review data 
protection policies and privacy notices. 

• Compliance cannot be sub-contracted. 
Trustees retain responsibility for what 
their suppliers do with scheme data, 
and therefore must ensure they are 
monitoring sub-contracted activities 
– which must be governed by GDPR-
compliant contract terms – to ensure 
scheme members and beneficiaries are 
not exposed.

• Doorstep’s slow engagement with the 
ICO did little to help its cause. We’ve 
seen over the last couple of years that 
the opposite behaviour can have a 
beneficial effect: trustees who do flag 
any breaches to the ICO promptly – 
and demonstrate that they had taken 
sensible steps beforehand to mitigate 
identified risks, and have put in place 
remediation efforts to guard against 
repeat occurrences – can expect the 
ICO to respond pragmatically and 
reasonably. The majority of reported 
breaches do not result in the kind of 
enforcement action that Doorstep 
experienced.

Cyber security 
2020 has already seen significant cyber 
security attacks for companies such as 
Travelex and EasyJet to name but a couple. 
These cyber security attacks felt closer to 
home for the pensions industry last month, 
with reports that at least one pensions 
administrator had been subject to a 
ransomware attack in July 2020. 

Why do trustees of pension schemes need 
to consider cyber security?

It is expected that the trend of high-profile 
cyber security incidents will continue for 
the rest of the year and the rest of the 
decade. It is only a matter of time before 
we see significant incidents for a range of 
pension schemes. 

Due to their very nature, pension schemes 
present criminals with a potential source 
of significant quantities of data and assets. 
The industry and the Pensions Regulator 
(TPR) recognise that schemes are a prime 
target for fraudsters and criminals. TPR’s 
published guidance highlights that all 
“pension scheme trustees need to take 
active steps to protect members and assets 
against cyber risk” and both TPR and 
the Pensions Administration Standards 
Association (PASA) recommend that 
trustees prepare for ‘when’ a cyber security 
incident occurs rather than ‘if’ an incident 
occurs.

Reflecting the seriousness of this risk for 
the pensions industry, PASA has recently 
announced that it will be developing a 

new PASA Standard on Cybercrime as well 
as standalone Cybercrime Guidance, both 
of which are expected to be published in 
September 2020. 

What can pension scheme trustees do to 
reduce the risk of cyber security threats?

Of course, it is impossible to remove all risk 
of a cyber security incident taking place, 
but there are steps that pension scheme 
trustees can take now to significantly 
reduce the risks. We would recommend 
that all pension scheme trustees:

• Carry out an initial risk assessment: 
A first step is to review your current 
security levels and consider whether 

there are any ‘weak links’ in your 
processes. For example, do the trustees 
have secure email addresses and secure 
devices on which they access scheme 
data? Is it possible to anonymise 
meeting papers further to limit the 
amount of data being transferred 
between parties? If there are any 
‘weak links’, consider how to make the 
security around these more robust. 

• Have an incident response plan in place: 
If a cyber security attack were to take 
place, do you know what steps you 
would take to deal with it? All decisions 
and remedial action will need to take 
place very quickly. It is vital to plan your 

Continued from page six
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response in advance - mapping out 
what the process would be and who 
the key decision makers would be if an 
incident took place.

• Audit your advisers/suppliers: Have 
you asked questions of your key third 
party suppliers – including scheme 
administrators and investment 
managers – about what they would do 
if a cyber security attack were to take 
place that affected your scheme? Do 
they have an incident response plan of 
their own? It is also worth reviewing 

the contracts for your key third 
party suppliers to understand where 
responsibility for a cyber security breach 
would lie. If this isn’t currently covered 
in your contract then you should 
consider setting this out for clarity. 

• Consider your insurance: What 
insurance cover (if any) do you have in 
place that you could call on in the event 
of a cyber security attack? If you have 
no cover or insufficient cover, consider 
whether there is any cover (or additional 
cover) that you should put in place now. 

• Monitor cyber risk: A pension scheme’s 
cyber risks should be assessed, recorded 
in the scheme’s risk register and 
regularly reviewed. 

• Have trustee training: Does the trustee 
board know what to look for? What 
are the warning signs of cyber security 
scams and common preventative 
measures? PASA’s guidance highlights 
that human error is the most common 
cause of cyber security breaches – 
training is a vital mitigating step against 
this risk.

Trustee Investment Disclosure Duties- 
what are the new requirements from 
1 October 2020?
From 1 October 2020, trustees will have 
wider disclosure duties regarding their 
investments. This may necessitate making 
further changes to their SIP (statement of 
investment principles) but more radically 
they will generally need to include an 
Implementation Statement in their annual 
report from as soon as 1 October 2020. 

Trustees should ensure that they consider 
these requirements in good time prior to 
the deadline, particularly as they need to 
consult the employer on any changes to 
the SIP and because there may be multiple 
service providers that they will need to 
ask for information and/or to review the 
implementation statement. 

So what are the changes from 1 October 
2020?

Statements of investment 
principles

Trustees must state in the SIP their policy 
in relation to any arrangements with 
asset managers, setting out the following 
matters or explaining why any of the 
following matters are not set out:

• how the arrangement with the asset 
manager incentivises the asset manager 
to align its investment strategy and 
decisions with the trustees’ policies in 
the SIP;

• how that arrangement incentivises 
the asset manager to make decisions 
based on assessments about medium 
to long-term financial and non-financial 

performance of an issuer of debt or 
equity and to engage with issuers of 
debt or equity in order to improve their 
performance in the medium to long-
term;

• how the method (and time horizon) of 
the evaluation of the assets manager’s 
performance and the remuneration for 
asset management services are in line 
with the trustees’ policies in their SIP;

• how the trustees monitor portfolio 
turnover costs incurred by the asset 
manager and how they defined and 
monitor targeted portfolio turnover or 
turnover range; and

• the duration of the arrangement with 
the asset manager.

Since 1 October 2019, trustees of schemes 
providing DC benefits have been required 
to publish their SIP online. From 1 October 
2020, Trustees of DB schemes will also be 
required to do so. 

Implementation Statements

Reports and accounts signed off on or 
after 1 October 2020 must include the 
trustees’ implementation statement in 
relation to the SIP. The requirements differ 
between DC/hybrid schemes and DB 
schemes. Broadly, in relation to all types 
of scheme, the statement must set out 
information about how the trustees have 
put their SIP into practice over the last year 
in relation to stewardship, engagement 
with investee companies and the trustees’ 
voting behaviour. In the case of DC/hybrid 

Continued from page seven
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Government response to impact of 
McCloud case on public sector schemes
The Court of Appeal held in 2018 that the 
transitional protections for older employees 
in public service schemes brought in in 
2015 were directly age-discriminatory 
and therefore unlawful. Putting this right 
is an expensive project - HM Treasury 
has estimated the cost of remedying the 
discriminatory transitional protections to 
be £2.5bn per year (or £17bn in total). 
This is of course in addition to the current 
cost of providing the public service pension 
schemes.

In essence, those members with service 
on or before 31 March 2012 and on or 
after 1 April 2015, will be able to choose 
whether their benefits (for the "remedy 
period") should be calculated on the 
legacy scheme basis, or the revised scheme 
basis. An important point is that this is not 
just a question of final salary versus CARE 
- as the comparison relates to the whole 
bundle of benefits. 

The "remedy period" relates to benefits 
accrued between 1 April 2015 and 31 
March 2022. 

The Government is consulting on two 
options for this member choice as to how 
their benefits are to be addressed:

• decide now (or by 2022-ish);

• decide when you retire (the "deferred 
choice underpin").

The first option provides more certainty 
today - but requires a herculean effort in a 
short window.

The second option provides more certainty 
as to the comparison at retirement, but 
requires complex administration for the 
next 30 years.

The consultation document (which even at 
more than 70 pages is not scheme specific 
- there are separate consultations per 

scheme) is very useful in highlighting issues 
such as: tax, death cases, administration 
challenges, recovering overpayments and 
interest, divorce.... but demonstrates the 
massive challenge in dealing with benefit 
revisions for millions of members.

In fact, even if you have no interest in 
public sector schemes, the document 
serves as a useful note as to: (a) this issues 
which can arise on benefit recalculations; 
and (b) the Government's suggested 
approach to dealing with those issues. 
Therefore, for private sector schemes 
which have to address similar issues, this 
would be a helpful read.

Whatever the outcome of the various 
consultations - this will be a significant 
issue for public service schemes for possibly 
decades to come.

schemes, the statement covers the whole 
of the SIP and also any review carried out 
by the trustees of the SIP and any changes 
made. As with SIPs, implementation 
statements are scheme-specific and will 
require careful consideration especially 
since members will be able to scrutinise 
it. As the Pension Regulator’s Guidance 
states, the purpose of the statement is to 
help ensure that ‘action follows intent’ as 
far as possible. Furthermore, it is important 
to include the relevant useful information 
and do not simply produce a ‘tick box’ 
report so members can be confident their 
expectations are being met. 

From 1 October 2020, trustees of DC 
schemes will be required to publish 

the implementation statement online, 
although the part relating to voting 
behaviours does not need to be published 
until 1 October 2021. Trustees of DB 
schemes will also be required to publish 
their implementation report online but only 
from 1 October 2021. It isn’t necessary 
however to publish online the whole 
annual report.

Failure to comply with the duties to 
produce and publish and implementation 
statement is subject to discretionary 
penalties rather than a mandatory penalty 
(unlike chairs’ statements). 

These obligations build on the changes 
from 1 October 2019 that required the SIP 
to include the trustees’ policy in relation to 

financially material considerations over the 
appropriate time horizon and the extent 
to which (if at all) non-financial matters 
are taken into account. The next stage is 
likely to be compliance with the expected 
provisions to be made under the Pension 
Schemes Bill around securing effective 
governance with respect to the effects of 
climate change.

These new requirements do not apply to 
all schemes, so please let us know if you 
require more information. 
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